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Abstract of corresponding document: EP0917119 

A system, in which information is the primary 
asset and in which investments may be made in 
information, includes multiple data stores for 
storing different types of a user's information. The 
safe, secure and properly authorized transfer of 
information while preserving individual privacy is 
provided. The system also provides for secure 
backup and storage, as well as for ubiquitous and 
nomadic access to information while maintaining 
the privacy of such information. A first data store 
includes static identification data about a user. A 
second data store includes moderately dynamic 
personal data about the user. A third data store 
includes dynamic demographic information data 
about the user. An electronic wallet can be used 
with the system to download selected portions of 
the data for use by the user. A method of use of 
the data includes using the data for billing out 
forms, providing services to the user and allowing 
merchants to selectively target users for sales 
while maintaining user anonymity. 
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WIBf 1 — ^♦S^gfc^^+i, T^-feXfc.fctf&Sfc 
if— IBA©»tt£7C«R'7 f — 1 ©7*- £1211 

^fifcftW&ttA^-^-g-tfJS! 2 ©x-^tBUti:, 

16W*IBftfAPttfh*WllHET f — **-^4j» 3 ©-r-£ 

[»«S23 tufBif- ^-(CfeMLTMiaSK HI 2*5 
J: tfgl 3 ©T f -*IB1gtC7' *-feXf £ ft&OT * -trx# 

rmmy-^-izmm rTb6& n > e * — * hs*^*. « 

£MfB^ 1 ©-r— £iBH<>:, MIBIg 2 ©t 2 — £IB1g©— 

frT^H^^l^y h 2 b-fa^D^Xf- 

A„ 

IBtt©~>X7^ 0 

«fcft*t*»??tife»e?rtBAiiM87 f -*i&Rg^-r*fc 

&tefl|*.sai*B 5 fC|B*©~>Xf- 

frZ&fcT*— ZfrZmM&ffiTz.— if— ©ftfcj •? tC3t 

09** 8 ]^ a.— If-^JSioaiafu BUT 5 fS^ia 
— tf-fc3Sflrrs«fc3fi#-r*2:, MfBH3©x-*fB 

[Ii*^9] itufBSg 3 Ot*— ^gStttKfettSfJSHx-* 

1 fciBtt©->*-5rAo 
CI*#E l 0 ] MfBSt 2©f-* 33tt#, i&St&3 I ic 

&m 1 EElEOi'XfA. 

carats 1 i] m\7 i —9&m9imcsj&u 7^tx 



m 1 Of*— *E*K:jkrr-5 7'*HrX**# > r*a.— y— 
fflAOI&W^lilKx-^fc-^tf^-^freft.&S i <r> 

fc s & 2 © -r - * t3»%mn u 

ffi 3 © -r— * aBttfc:2tr 3 7 * -tr XW£#-f 3 bus Ba.— 
if-K IWT S»W^WAP«SHJs«« $g:r-* £$tr 
/o r-iifr565g3 Of-^ffi1t«fi|frr5 Jft. 

2] a-if-fciot, MfBfg 1 ©x-*IB 
tgfcfcf-rsr^-teXttfc-^.^ 7*— A^rS465 fc#>tc 

KiBttrtof*— **ttffl-r 5 c &tc&tm#m 1 

1 (c!B«©^?4 0 

C»*S1 3] fln^l©f*-*BB'«S©7 9 -*£, M 
IBS 2 43«t tf^ 3 ©f* - * IBttS©^- * ©-» £\ 

1 KIB«c©7jffi 0 

20 ©'7--*ia'iirt©3iw^tifcj.-if-^wrsT r -*^ 

if- tTX BB-T L t*i«t- 

Clf 1 5 ] MIBS? 2 ©x— *fBlib&»5 W?* * L->y 
h A* U^-y h ^r^v/ yp- K L. n.— if-*^H 

c t^iE&tc^tm^m i i {cia*©*ffi 0 

. [W*3U 6] ^©^^>'h©^fcov^TMIBm2 
jo ©7 r -*8B«f«:33»S««£©7 f -*»*KSb, tulBf-* 

-* fc^fjs-r s a— if—icm-f^ > h ^ji^q-r & c i: % 

* 6fc#tyfS^ i i fcfBtgOTaSo 

[WsRJSl 7] ^©-r-^y-XtCT^-trXLTHufB 
^ 2 feJ:^ 3 ©7*— ^IB'llrt©^— ^^ffl^fcM^f 
tic t** 6te-&ttWf*B 1 6 {CIB«©^-j4„ 

[W#3J1 8] n.-- «f-teJ:oTttl8*#*5tu 
$n/-c^H#A^Mf3^ 2 ©7 : '-£fE'«rt©'7 ? -£fc:Z* 

©Tjffio 

^0 [ftsRJj 1 9 ] MIB^=^««EiSp-p*SBJ*5| l 8 fcfE 

«©^ffio 

Cif*^2 0] MiBBH^jb^fflif— trx/n^^T 

[|«*j§2 i] mmm=mti\ mm^-^xm^t, m 

OTfcSSfc&Si 8(C|B«c©*?4o 
CW*S2 2] fflA^-^^aSRWkrfi/SL, Z*-fex 
U ffifflf 5fcJ6©^>X'rAfcT^-l»XRjtgJ5:*?<>^ 
50 b-y K'fS^T, 
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1f-fflA©»W#^«R7*-*#*tr£ 1 ©7*— *E* 

tc»j ft&ffi A f*- * fc-StrS 2 © t'- £ IB* i: , 

»W*»«AP»cff^W1lll87*-^%-&tr* 3 ©7--* 
IB**. *flt*.T33»K 

WHEW?** 1/y h tt, LTte^txSiiuiBSg 1 

©-r— #i3*hs tuIB^©-^— £13*©— 95£:, MSB 
»30x-^83*0-»4:*rtffl5»c«lft-r*c 

[JP./3©¥lMffl&IHBJ§] 
[000 1] 

mw<D®Mftm itmmm&m s^x -r a k m 

Ls ftfc* «A**B<0l«fl43«l:tf*IB«-»Ofc«>O*^ 20 
[0 0 0 2] 

ft; roistr ibuted Network Based Electronic Walletj 
£LT 1 9 9 7¥l l£ 1 2 BfcfflIB£ft;fc#B4E«F?r" 
WSi^6 0/0 6 5, 2 9 l#fC|iaLfctiUfil*&»)» 

[0 0 0 3] 

«SI*ff3i«AfeJ:tF-9— trX7°a/W^c^ 
LTW)£OfflA«Wfi*Mfit.SI«-r*<8«^i;S c 
-£©^MIAKfcoT*>«g&jggT?&5o HIS&UAn- 
ttft^«*«©fflA*«0*-&tt> IWttSv-tf 

swmA b i. «i©& % *nffi»©re*T?& 5 . 

[0 0 0 4] £<©±»#iH«#©7 , ;57'>:<'h* 
nt^So *¥©ra*#«ttt*ffiet*ci:*- 
o /cSMgfr 5>«^{c * * n JiR % «t 5 K * o T 

flW8j^*6K:llffl*ns©*B6± , r«Ati^S. LfrL 
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u «A*«f3£T#*»»*^r«{5K 

5fc-r^©T*fenii\ M»#A^fcj#ttTV^c i:©A 

[0 0 0 5] y^i'/^^-fi-rv^-^-y r-^^f&lfc 
§ !©#»■*•&»£ HiwBW SoTV^P^1^5= v v$* 

n^©-9--r hc?t< feme ^©^^if^oTv^ 
frfcvdcfcjwpjffl*©! ptfixx^h. mmmicm 

©WfBtffife ^7 * If & ffi¥^©-9— / 
i£g(data miners) ti^fc+M' hteS3* h 5y^>^ 

*<y Mf5>*xa£tt. fflAtffflAW«*e#© 

«*©fflA*ft*Hli&#*. /c±T*«#£ ftfc* S©-gi5(c 

U • X2 K (Open Prof i I ing Standards 

(OPS) ) fcffiilLTV*. 
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A^ts ^M- s f>Wtt©^§fe©^if©1i$S?rAn^7* 
— ^i&fflfeSidK-ErtjtiSeii:*'**. c©HWB(4* 
•y 4^— £/W T— ->"?nt zl— •tf— ©<* x 7:75 -ylf^ 

-AHBttt C ©'If $8£&ffl LTn.-^f-lc*X^A«7 
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>ThF , 3l?©»**fil6*v^^»!:PB*UTL*dnlfl6tt 

[0 0 0 7] Sfc, m»«^<@A'tflS^fXxv^>y^ 
fc««LTBSE-rsci:«atf^ ilHf»imfl6©V7h 
x Tfu f=? A©f Uffl U-f-T 3 ©H«t?tB*«*<*© 

«#©pcfc*awf*fc«>©«fii*ffl«br^4 0 c© 

P C 3^»»cS0!©»f^* Lfc t) v'XfAiiiW 

ii^fe^ PC ©Silted Lttnt^ci:^ 

* ~> X -r A 7b^lg S 5 0 
[0 0 0 8] fHH«tt, IB«Fja7?fiJfflnrffi*K 

«*fflv^Ti»©**BK»-rS7^-bX***JtP*J:tf 
SSL, *«*^^o^^^-hfc:«tt, V-hfe 
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Lftcoaot-ifx %*s&-r i. £ =# # &s tc ft 3 „ 

[0 0 0 9] 

v'Xfisit rases* j; mmmtpT- z^<dt5H7. 
-^■efe±^ 0 ^ i ox— 5fE«tt, mm^EcD 

H i: OH«*SBfit * cDK < g.Sa:»Wa*7£5IB-r-^ 

*#Ji, >y hSfc«JeoflSo*y r-y-^S 

^/y hy— ^n>k 0 a— XV— hf \s~7Hc y (smart 
te I ephone) 3; fc ti ^ cDflficDilfsSBft if <D$HH! #t£SS 
fgx— $ IC T 9 -tr X-T 4 J6<D¥©^ifo C t K ft % „ 
»2©f*— *aEttKi, iHOig-T^l AJfcfilMf 20 
4fP**a— »f— KMf*aaEtettWa:ffilA'7*-^ £ b 

»f-SfctitBR«f!:"PV^TO»W!B:*JfiWAPt«m- 
^Wlt^gx—^ (demographic information data) 

T&«fcv\, ccd-t 21 — ±3Zfibfc-r ? — 2fetefr&v-i' 
^^^nfct£D(be mined)-^, fe3 W*M3J£'II4K: 

[00.1 0]±fB^l, ^2, H3CDf"— ^IH'itti, 1 

■pox— ^jeis^Bfc^^nTVTfe .t^u ^n-^ 
[ooii] *BW§«Wi?ow^oa«re, r»w#7c 

coicf-^oM^Ltii, situ, am, 

itf-HKW&« ; 3 t isisj§ia.£foffi«iifepr^K-rs»t»o 

[0012] ras^fd&WftfflAx-^j fcMU cti 
t±»^ofiffl|fflK:t>fc-3T«SlftSn*^:*0-r--^% 



*• \v 

ftfflW- 1 1 -2 50 1 6 5 
>, ^Mtii«*r, flat. g«ES, g 

a, »if$6 (EttBS) <DIW>L>£>^i>ftif 

%I»lt rtr- tfxrA-yvhj fcny^cfc^Tf? 

[0 0 13] rttWIQBfiAPttfh^WailWHx-^j 

fcBSl/Ty:, 3.— if— com^ a-—*f—<D-?X37^—)\, 

Wftf-?TS5i:i:^OltIf$§ 0 -$|i:LT, 

aig±& AS, mw. fm±<osm. ©*£lt 

«&*H©-8B*3S&t>T fc t««pIteT?**o x- 
7°n 7 w er 4: fc ^{k L fcffi^-T 4 a<*:ft E Ic 

[0014] mmm<D<Mmm\$, ^* 

Off*- n->*a»/-9— trxawaH 

A« $sos^^iE-e# ©^ejsft^-ps So 
[0015] #$8m3te«fc*i*f, ^m«Bao3i/bra— * 

r#&5#7t5tl§-r— ^(static identification data)j 

(C^LTffi^iJft raz/^+i-^j T^-feX^rRj^LT 
fe<tV^ C(Dfzib, mmm<Dllfflr*(679-k7>tt* 
yt;l/3yt!3- ^-Tftt>^. PC, *7h7-^ny 
tfj.-^, PDA, XV-hxl^7*V(Dftk, -r>^- 

MK^Sc? nt h ^ fft^ji'fl^Sft: if © 3 > a. — ^ ^ 

•y hy-^±cD«^^ftsmcw-rsz^-fextco^i 
i p c tc issr * -t x f * i&stt^ft < ft 



-4- 



7 

[0 0 1 63 JtaLfc«fc3fc* mAHmttts, £?>tc 

(entities)fC<toT7^-feXRltgT'^5o *K6*Jtc, C 
[0 0 17] iS«#fr 6 ©£IBttA /o 

n*«fflf cn5o*B8i3-«ttffiiA 

®^<ttx j£i43itf-€-<OflSOS!SJ?UcKI-^LT^aA 

fflAfcH-r*, M^KgeK^s-raflffii^iiBofiiBK: 
ia^-e:-rfc^!BWAPSWf.*Wfti«fB*5pjffl-e#* i 3 20 

-^<om^.comm^mrct^<Dmm^^iSo Lit 

-exo*«*fet±j£S*W^OSl|S*»|fe-rfflAK:3f 
5 g#-f 3„ ctt*3W"C, &RHBM 50 

£ ISA £: sWeSf L4 v> J: 5 lz LooflA 
fB^KflUBSfctiiEft^Effi-rSo fSJt##c<DJ: 3 

[0 0 18] m«*0&lll*Slfr6ffi«*«lR©U4'x 

T- it s o fgff fUf#*3 «t xs/te. rz im& 

• 5 \s¥-y Mloyalty credits)£:§W"3 

[0 0 19] dOidfC, 'tf$g/^>^©^X-^A«, * 
ttWfct&KKSBVT, ffi^T^^K -9— ex7*i> 

v h t<:«tt l, mm****. fe±Tffl A«a*flSAKffi« 



#Bfl¥ 1 1-2 50 1 6 5 
I"?*— AfEAj If— 'IfXfC^fflRl^T&So CCQ+J-— 

■9— trxt3ia\ 00*. ^sea-9— vfx&^fe'&tfc 

[0 0 2 0] tt^/^V^v'XxAcDit— liXTA^Vh 

v«5o C<W— tTXK«fcoT, ^ft^-y^T-y^J; 
tftettofti, nsarJ&afcfftVM ry-TT-V-y^ftCnom 
adic)j T^-feXtf-pSSJ^K:**. "9— if XT'* «> 

>h«B, s*fH®, u&mm. Mffimm&ztzuwL 

[0 0 2 1] /S— V-f;l/n>tf^i— ?8I^7?-feXL 

fflz^^vh/^y^r- j?4ifo r^s^ftj mm.mv7 

{C*3V^T*l#tLTV^tCD<DJ:aft^-y hy-y^-X 
ra*HfcbTO*ft»ffifr57**XT3SJ:$fc:* 

(STB) J -r^^Sfl/eEfMSnT^S, ri s 
C*— XOSfBftHOSSftT'— *r-^^-f **f*^ 
-^l/i/Xfi^yi'X^LT, XV— h#— K^IBl 

[0 0 2 2] Sfc. HSPW&^-rX • V7hfi7 • 

ci:%»]t) 7 -r x/*— i,* 7 1- x ( s 
OHO) flfftfffl©y7h'?i7 J f»f-?/ i i7^777 
tfX (7— iJ* 7*)— ex) fe, If-eXT' 

[0 0 2 3] t-eX7*7yh©t? 1 

■pfeaHMIiK*fLTJB=#fl!)7 , ^-bX«l*-^A5Ci:Tf 

E*'lffStc*t-ri)P I NSfc«^aiJ^W(bioraetric) 

«fte©3S«ft«?WTT\ ±E© , y-ex*3pjffl'r * c t 

LT51«raH*a 3 ©tc^Sft^Jx. «S5Saft if 
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© 'If m. ic T * -b X T- £ -5 J: 3 fc ft -5 „ 
[0 0 2 4] XML (extensible Markup Language) 7* 

-V-y hft^getBj&S^BfMT^-^teffiTS 

ft&„ -9-— trxOfUffl^ lEL^T^VhP/pPr^Z? 

£=#©wfw- if saw* na it- tr x © 

[0 0 2 5] ^-tfXZ^-y-V Mi, 
(D^Tt mMW*3iJ& L T n tr-*#&wr * c i: ^ j; t? 

#a^H#aw^tt«7t-9--ifx^A.T't cn 

tcjc-^T. .-9— lf^OfUffl«pf<:f4flllBO**?SSf#*»& 
©i^fc Jt^ LTtt©^7ffl©3San if— i: 8Effl#tf£ 

[0 0 2 6] #38W§H:, <BA©*7E*««Lo-o^l8« 
APffiir¥W*1lH«:feJ:tfffi©^©*5v— y 

j; -5 icm&^-xT'iDiSBitffimmt complete? 7 

f-lSlvyf>jf*j)6ffl U "9-— if X©5pJfl§u*fc:&S 

[0 0 2 7] Sfc, ±!3©$<X7 ! -MHH/<>i'H\ 
#>\^-yK h — ^VfeirJffeOn— • X 
3=— A (loyalty schemes)fflfcfFfig£*i£ffiffi3^:i- 

cnSO^y, r--x>ftifte, flWR/O* 
^t&fflnltlT'^D, — BfWC^J^-^'W^^sl-U-y h 

W htCt^Tiif* (tracked) -TSCfcA^^So 
UBflWC©lffljR©BWe\ rif>*i/yh (fll^Jtf 

^rftlf ISfc £ZfMffiT7V ^-v-a V*«SWr S{E3BPS 
Sg (3Vft) T-£3o 'lt$8«*:*-agStlftfe©T-fe 

©pfi^te «fc^T}f&;**iftV>;7'7'y ^— > 3 >©*# 
m (DW^mtTfV^r-^a^tD r^oJ»RS D O (ad 

hoc) j mntfajm-e&Zo <&m£-snT^zt>ir?te%: 
^t>\ ry^w h (gsffi) j ^hiits ???£©— $i£ 
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[0 0 2 8] 'lf$8/^7©vxxA%*iJffl-r3i:, yg» 

wje©Bgft-r ^> h *m*wtew^-r s c t 

«ISS^ lf^-;V7FUX, B*©«BS##=S:£© 
">X-rA*3t*ft t ©tc-T S £ i: 

/o [0029] rm&/*z/tj te&it* m^twakois 

±-9W r- 43 J: Zf is a' -y b° y ?'"9-- HXlc * fc#S g£ ~> 

vfx%ta«t-rs*«6t)$tyo mi'*y* 

x) *mmmKmK>^TTmmm<Dm^m>twft-tz>o 

5g^ft0^'\©a^i: f? $ t #>e»n, — JSLT^?AV> 

Sn*fei6, ,^««©^fc^»l*fg*W>'^-^-y h 
±5rS»r-r^iii:«ft< s /gitcfijffl^n^iittft 
\,\ ffimm&mc?%ffiShlt, Kn<yyrKUX(drop 
address) fc«5M^n, * C i> &^=#*^lSffi*^if jc 

*#©#7rtii*LT^aP)ti?)ii £teft<, 

[0030] ^stc, ±§e©-9-- ^mmtzh-iz/ 

hfeir/P O S (*V> h • ^-7* • -tr— ;W T- 

v—ir&ft L-cmmz n* fec/^M«#©7'* * > h * 

iO B*^5icL,fea:YU7X©fi^*i#L, B«©^$rt 
[0031] JW_t, *»W*HB*teKWbfc*<, iS#© 

[0 0 3 2] 

40 -r«fcJ6©#gs.i:ftSo Ell^i:^ov^T, ?i«#2 5a, 

'1*18/^^^2 3*5<tt/«^ft/S3tSfc«-9-— tfxyn/^ ■ 

V>S 0 cnti, ^fi©PC$fc{iXT-h*-FS®?: 
fflV>fC7*-^ • 7^7° • ^4-X^ ■ *-f 7° (walk-up k 
iosk type)©^S^fflV>T?fa#2 5 -p Tff3 £ t 

**/o^2 3^©SBKfi» msmisu ^~ 

7VK »t]il{f ft if ©^*©^{f m©2 9 LTff 5 
Ci:*^#S 0 if©rL— 9* — i'y^7x-X5;IKt§ 
*^i:«IB^ft<, M«^«^-y YV~^2 9*^rLT* 
50 $SA>^ 2 3feitf/Sfc«jS±*/-c«+t— If X • 7n 
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5, 2 3*J:tf*BSnfcj£±*fc«:a«SI 

^2 7 0*3^7 , ^-feXprffiftBBi;ft*'y hy-^T'So 

6> fc & 5 S U *t <D 7 7 << )\> % fc It T ts 7 V h « L 

tc^^nfefflaio^xxA* i: oee*©#iafc j: x 

co o 3 3] iffg/sv* 2 sic^xm^tx^^^y 
(D7**/i/ht* mmm 2 5 rt A&fc 2 -< 70** 

•/uMjTz 7 lc£^XW&-2tlZ>frt:tzl&®.z>!,c*M 
>h 3 1 £:LT3H£.*iT*5>K il^m?*— A£:Sa63 

©bbu**- *m, sm, «is#^ w? 

[0 0 3 4] SZOTA^Vh^-rr^ ?iR#cD?U& 

(Drabicmfttsn. mmm 2 5 kov>t<d ns,a&c»i#j 
shha-t-^j ^tr^-vrxTA^vh 3 3 mm 

#2 5(cioT7^-trXRltg-efet), A^m*#2 5# 
8TBlLfeiS±Sfc«:-9--exrn/W^2 7fcJ;oT7 
* -fe X $ fcte^fii (popu I ate) RTftBfc V7hVx.77u{r 

^Kxib^o mm* mfnm. «mm. 

[0 0 3 5] S/Cv m 1 «I£/£;7'£'y'>'h 2 5fC 
*J i: LTft£ft£S3<D2^:/©-r-*fe^LT^ 

mmm 2 5t>mfeo}mmftAni0m¥WT-$z£fem-? 



(7) 1 1 -2 50 1 6 5 
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2 3%^LT^T'7 P a7^-;U$/c«^'»«'lt$S©* 

cttfx~t%o mavx^z>ffimmic~3^x<D7°u7 ^ 

S'j-r * ««ttffi«-B"f , s « -y— e x y 

n/w^*\ i30Kp a n^/cfi-y--krx<D^;^'tfi8^ 

y^tc^^nT^4^'»#{c*fLTraS^i:7^-trX 

[0 0 3 6] m2\Z. mWTtl^iyh^^cO^'jlcLX 
7*-AIBA+)"— exfCfUffl-r«A>«0— ^J^-To C£D 

<tt/'tf^AV^ 2 3 3*fRl©M«*<*So H 1 

l£±?&t>-l5£<Di§r£imffi 3 5*\ -Y^^-^-y 
«ffilKU «KTO"ftfft^OBUO»IS3 7^LT 

mmm 2 sicttvxnmatttztttmmtmmfZc 
yacffimm 2 5 «^t^*« a 0 ©wbi^ ^ -tr- 

i/?rlSgp3 9(Cjgff-r-So i^V^TISilr53 9 fi»J^.t±*a 

^1t$B<DS*^1ffg/^^^ 2 3tcte^-r5o WS/O-J' 
2 3«x WrT^CcD^«D^M^2 5tCOV^T#?ij^:t 

1 1, t 2 5t±o TtlS'lf $B/^^ 2 3 tC Afl 

5tlfct>OT»*S. ^5e?&iSfflffi^:^©^@A^cov^T<D 

a/ W ^»±, EWA^«A» 5fFRl*«^T^S»^fc c 
o J: 3 a* «*iS»Wffi/<:/*K:2§fS T*^4 «t 5 \z LT 
fe^^Tvac i:fe#^.?>tii)o cintc^cT, 

K*HtJS:»titf a & avffiffls*a < i,xm.m/mmm 
©fly t- aaffi^^w-r * n x h *^um ? n s » 

[0 0 3 7] fe^5A>, Ctoaoit— kTXtt^*— AfH 

n § 'tt -r s -9-- e x y a / w /c it n§± k. ft 
so bT, mmmrfgifttt%(D\\B\mf(DT?-k7.mmrciz 



-7- 
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[0 0 3 8] 0 314, ««/^>^0-9--lf^r*'>>h 

3 3 ^rfUffl LT^*-9--ex?rii#if 3 C iKO^Ti 

V 7h>>i739 LTJHSNi 2 

3 3fc*€©*v\fc»*<Bas"rs. tuts 
TVtnj*r&£t>t>mz-t>ri%o 

[0 0 3 9] a* -9— exfflows© 

(c t4, ■HffiO-T*^ * ;l/**#JWT?tt W?Bl3 I 6 

jS L T V ^ lift O^M®^ V 7 7 X h -7 ? -V (pub I i c 
key infrastructure) (PK I) C4, g|HS§5(certif ic 
ate authorities) (CAs) ^^S^T^o ±x£L;fcg 

fgtffllS i: % * t>\ Rt> <9 K 'If 18/ < > * -9-- if X * 31 L 

[0 0 4 0] ia*V7b^i7 3 9 ^ty^*;^ 
X h (certificate revocation lists) (CRLs) tew 




(8) 1 1 -2 50 1 6 5 
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mmmpmrn^mmcomm. c a ©7^f>f^ t- 
fT^nfcti ^Bttrr^oeffiiB^n^ c A©-r^#/i/ 

g^&if^SnTV^fc&T&^o 
[0 0 4 1] *;te, *«W»cJ:ti«> ' 

joitf^ffiEA^-trxtwe.nSo ;in^0 4(c^-r o 
act^©crl s^Ncoz^-bxit^f&n^itntf^e. 

teteaEfWtffcfr^fccfc^S^U fg2fc, ^x— > 

v\ tr^fh. V7 h^xrtt*jas?fc»4««6ft**je 

x Ttc i o T W $ n^))g*t4 if CO i 3 fc Otfe -d X t> 
[0 0 4 2] *5Sffi{cJ:oTffiK«*i***a8B«^ 

t4. »*3^ia4Dsnfe»-&K*<o^3 s &»K'rsfe«) 

Offl^*>Off ffl # « * * o 2 5 14, C R 

30 L©«»S*a» , r*&BttiS:<. 1^077^X^1 
tcHg-^ty "7 h ^ x T^r^jAt? c £ ^MSti^\ 
f^*>0te, ffi»#2 SttS^^jML, il^&^x-y^ 

CCD^-a-, Bf-Sffby? h7i73 9a»c'ia; i ;>^2 
StcM^SnTV^A" 5 , C R LJsitf;!/— hEWWi 
0^*4 1 ^LT'lffB/^V^ 2 3Kffi#l£n, ?IM^2 
5 KOV>T©5S^*?tl«o <0 £ $>m%MW.£ 

B8jt©*«S'JflD«ftlt4, ^a**j||-P*So m^MWt 

mm(0-/u-t:X^m^y^ 2 3tc^7n— K(off-loa 
ding)-T'SCi:}c«tSt>5 lod?iJ^I4, MR#2 5© 

H'7'A7'°n-b-y9-±T'^7'7-9 J =&^fflLT 1 0 2 4t"7 
h(DSI^7'^^i-r^lc(47!)^»?^^A' i ^A"'^o Lfr 
L^A s e>, «$S/^^^ 2 3{4C<Dy7 b<7xT^r±iEL 

3 14 y y h -7 x 7 O^ttt BB-r * rai©^ < ftv^ss^ 
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IS 

<bWSmM4 l^UT^ i&gft C R L $5 <fc Iff]/— V ffli 
tea— tDh<D%-^v^3.**: Vlc1&ffl-$nZ>C ttf 

[0043] rmmtfm^wwzmmtzc t&&< 

T, iHJ^ffllT-fi, S»<0PC±»c**^5lf!:B!lf *« 

i:tc&£ 0 £<<DffiWmte. Quickenffc«Tu 
r b o T a xO^MTrtJlS^tlTV^&tDftifcDfSA 

LTV>* 0 1ff$g/S:y^3 3tfHW§^/ ! !y^T7 
THrtfttf- trxfcfe^T, ftMt#2 5tt, 1t$B^>*2 

3«/N-K^i7'±^^eLT*p^^ i ga^nTv^ 

Kf-f X <7 O * ^ -y 5/ a. SMtft if tCM« L fclffl 

ffl(i^ft<ft3 0 
[0 0 4 4] @5tt, •HMS/^^cD^ft/^y 57 

0 1 KJA^Vh^J:, ^fnt#§4 3tcJ;oT3:£: 
»T*#J£n*fflAI*811l»£, m»«09J»T"t?S8tt 

niffi 2 9 *fr l r 'itfg/ * v 7 fc^as-r * c t * * 0 

I Bflf 3£«ft 2 oaw%if^$t* z- 

rtc««-r sfcftjcflHB/o^ 2 3 fcRss-rs c £ t or 

f£T*«. POSU^-b, f^7K >- 

^ >fe i n — ^/-r * U >y h ft £ 

: ?fi»*?B»#2 5jWJ«U S£ft7ai4T*'llt$g/<;>7 

ovt©E»*, ri«i2 5W-ex7A->yh3 3 

T*'lff$gAy? 2 3tC$g*ftLT, !Rt2 5««*KLfc» 

3 3tcg^-Ti, 0 
[0 0 4 5] i~D<D*7*7,M&y—¥*t>\ 18$g 

2 3fC«fcoTffi«^tl^<S^7i'XTfcS„ C 



(9) f$HfW 1 1-2 50 1 6 5 

©+r-fcfXte, 09*. fctt/HE«:fr 7 w X 

-Y>*-*-y Hc7^X«T*#£#i&-f 2** 
7^ XfflV 7 h ^i77-f77 U Sr«Hfi!WK:J8lffe«tt; 

Jgfrftvnxh^fc^3{@Atc*tLT, 7-K7°n-b 
•y it £ tc it X 7" b >y F ~>- h 7°a 7*5- A «"&tf * 7 -r X 

10 ■9--lfX7'*7>h 3 3fcJ:oTiS«LTMSa#l«n?JS 
»]<DSe*©7aST*IIJlpl^^tOT*fei)o t?X 
©iDASte, ^tcJSCTV7h'7x7^lltT-r^Ct 
#T*^\ Z-y 7°yix— K-^->XT-A(DS^tt(COV^rtt 
StfctSi&gtiftW, cnii, fiBRfc? g^©n>-k°i— 

t a fc&fc y 7 h 7 x 7*m*# 2 5 icmmrzmm 

[0 0 4 6] ««/0^2 3*ffifflUT, '»SV^2 
3fc«»4«tlTf *?H»«2 5«0ilMBi:»=#O-9— If 

mmicm=%<D-y—\? ^mmx^^>^ 3 jc-rs tat 

■9— e'x^ »Sfii«Fk:ttE«7*n/W^Ol*3eo?B* 
«tt ^© ^ >D - K5«ftf 5 V 7 h 7 1 7^ji« 
LT*>«fcV\, 'lf$S/^^2 3%7 P ci^^5>'^U m*. 

immm 2 5 *^46WwrL/-c±T-m«#«iis©^a 

T-^^i^{c-r^>ci:T\ m»^2 5fc{i, frotBt 

7u ^3/l/ftt*cogaiBaS7*-x'-y hT'fefflt, « 
^ ft ^Sgtc J; o TSg tclgaifc j; t/f ijffl -V % Z> X b tc 
t5. 

[0 0 4 7] Netscape*3itfMicrosofttt{±U^nt. 
^^■^oa^TO^JSR*^*— h LTV* 7 x 7*7*^ 
^1f%rl3^(cmLTV^„ L^Lft^&. 3.— tf— Or 
-fXWfKti'^yi'a Lt777fy7h7i7 
^7" <y 7°^- hT-^ft<ft£i:, ?Oa-f-tt^C 

5flSt«:Bg#fkLfcflNa*§ifrut:#^r»ift< *s 0 « 

2 3CfilT'?l,777^i*©y7h7i7?:f 



17 

*3a«u corner tezzsmnrnzmm^y* 2 3 k 

[0 0 4 8] *SHV*2 3«\ itw^gi^jgfc 

M ZfriDflt&ff fe fc 6 $ nsigift (ass i sted) « n D n , t»— 

#2 5t>miRLtc<ff%L^!£3Lt<Drn-^;lTj tUi? 
5»_3^tm«#2 StOf&JttTfz:**. m*#2 5fcj\ 

3fr6J8Jt#2 5te|gjas?ti«. CCS/X^i^-pfi, IS 

nmnmm 2 5 v%^&mvm ***ns c t < . 
*a#*»s. co^st?, i£±fr&mmm2 sic 

[0 0 4 9] H8tt, m»#2 5 ©StBfrSfS 5*1**8 

Mmmm*mw*>?c»mn£.i8,Ttiv>b m 1 

#iffF§3 5T^LT$5) C7n7^-^cDf t'AA 

<^s*n*«#/<v*a5#i 2 3 




3#Pwl¥ 1 1 -2 5 0 1 6 5 

h^ji— CTIitMf 1 2 5 i:. 
JiJiL/i^^y F;WXt->*a-;P 1 2 7 Bg-^ 

; H29^js±i 3 3fcastt$n«iig±y-h^i^ 
*^-;n 3 1 t^ts 0 ccDmm&m^ tm&nt. 

TioVlsY^Ja.-frl 2 5 HMffi7*]*> h*s«fctf-tf- 
■ -KKTiiWh 1 2 3^P,©A^^0^*3j;tf^ 

i 2 9fcjg«?n«o M-smmitzrc, jsm i 3 3 

1 2 9te±oT«B-?*S«fc31MB/<>*2 3lc.fc^T 

C0350-«5AW8/<>^2 3KJ:r)T»IU?tl, S 

[0 0 5 0] ffimmcommcTt-bXVZCtlcftLT 
»0 Sr3^TiiA««J:3a:«jg{i:f *cfctT** 0 09*. 

[0 0 5 1] f|gA>^2 3^y D ^;^ LT ^ 

■y h 33 ± Zf flfi© □ — M/f -r ^ A ^^iJffl-T Zfctbic 
2 3*«^-e-5±3fcLTfeJ:^ 0 ^ffi^ 

[0 0 5 2] tim/^f 2 3fiDffiRoni/#— 
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;H37t -y-— exT* 1 ) Vh^&v^— ;l/ 1 2 3i:, 
* hSit^^-yl/ 1 3 5 HiffiR***- h •> 

x-Y^o.— ;b 1 4 1 /J^jg 14 7, SitSt^ 1 4 
5£fttt, ^v/^X 1 4 9 ^fg^fifr 1 4 3&ifcD-tf 

[0 0 5 3] mQK^ibK^in^>i.oK^ ■mW^t 10 

^T.TtstJ^ V 3 3 Scftte^cD^cDtt?^ 
®»**3 i ft tt/J^SiSK i o T58ff -T 

mmfr zmmmwiic s xt>tc zm* esfrs 

So iSf 2 5H ?-y>y h£ft&h-^> 

cn^-trxT-^vh^fttexv- 

©/h^^-h^x-i'^>'i-;H 3 7ME3£U 

t^— xi/tefem^z/t^mttmi^ita.— ji i 3 9 

x^^e^i— ;M 4 ljb\ jS^&/J^S!1 4 7fcM$8^ 
V^^J&XSSBre^a-Jl/ 1 3 9*^lTjft4Shft* JO- 
-#Vi:3SSiT*?l^>*-y hfcSSfr LTIT. cmSOS 

fc>fc*8MI#»m*f, gS#<D/N-F<7x7 T *5J:tfv:7 h 
[0 0 5 4] 0 1 OlCTjk-gfiZ Xoic^ mW^stlc J: 

§0 c cd j; ^ &$t£«, ?Hjt# 2 5 mmm 25K 

t otlg^SC'T'O h ZMfeX% & J: 3 flsfflf 

fia^n^7i l 5 lteioTf ^>hilftltf£j«;£*i 
•TSo CO/n-hXi&i 1 Otc^fo |110f£:43V^T, 50 



1 1-250165 
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mmz sbwww'^f h y3ff-*H3tu ens: 

iffiSL* « i: v 'If «/ S > ? 2 3 tt?B»g#fl&K: L ft 
[0 0 5 5] gft, *«/<y^ttH«0">a-yli>^ 

-trx^-iitft-f set tTtSo ext±. 01 

1 testis J: 5 k:, fiMB^>^©SHR©3y*— ■ 
h (t-liX/A^yh 3 3. £T<D?B»&Bi3lfc:x>r 
'J7^*9J!)STSB«* i Ei'i-;H 5 3, &S3fc& 
v , illi ; ev ? a-;n 5 5. -»>^«^-;Hlffi 

tti?a-/H STfei^fxlf^'a-;!/! 5 

.frSIJ— e X (ifSO ■> x 7-9— fxyn/W ^TfUffl 
■WflBT**. L^L^A^e, jigf^^ 
8ftg% «t tf t i>* a. L T v ^S t J: 

[0056] b*->3 y vwemmit* mmmsh, -9- 

-ex*3j;D*tfffi^i:^{«LTV>S^\ . 

[0 0 5 7] C(DWm*. V^fWYiZttliMZ/tf — 

!£±<DV--J h^'>a -y If zs?' • -fe-y->3 
W*K:S6a*fT3o «fffl/0*2 3{i, ri»#2 5fc*f 

ffifflb, T J -^«s#e>^i-i''jrxtcar3v^Tffi«« 

[0 0 5 8] CiOmffit. ®«^/£±tcaX%LT, C 
tl (Deleft L r aicDffi*^:^^ fc ^f/Sf « 0 5fe 

KT£> 0 ?BWS2 5«f*ggI5WtcH^?nSft46. K&o 

<y hl^OlD^ni.iltli^o 

[0059] muo>mnic-3^Ti±. mmmn. 

mWiC Fn-y7°tf -y ^X^ft«^#xH#Oftflff(CjM 



(12) 
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[0 0 6 0] ±abfcJ:3tCtt«/^V^ 2 3lcft«Sn 

bi 1 2 jcftv^r* e>^i¥ffltc^-r So m 1 2 tc^*r £ 
***tr s offl xwasw^TcstK-r - * 

Ax-^ilffU 

a— tf-tcH-r*^— ^»^ty 0 ^3©f-^, mm 

[0 0 6 1] CCT\ ^C*5PJ3<t>>Xt-A 2 1 tcov^ 

^rmz, £(D&5%;— f&mftMft 1 7 i*bi 3^ 

To 1*101*, A^SBWal 7 1 cd— jtsw%z— ^t-^^- 
e>n^ 0 <KDglSfiM"e«. 1 7 l «#<5^y MeAti 

^A^Tv^aa«tcw-rs(DfcMisaE^^jtffiT?fe5o 

fiJffi*»T, ?B»^^A^tt*Oiii:*ft3 6*av>Rlfi6 




#BS¥ 1 1 - 2 5 0 1 6 5 
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[0 0 6 2] cnfc«J*HS*&-rt>Oi:LT, Steffi 

«w*i«6^a6So cn««iswa»«"et4ft<. it- 

mwc<^t^5$£mct s iofr'te%:\ / \ &3 looping 

[0 0 6 3] *SW^fA2 1 (C^^ffJUv^ 

U^— :>3 >^|f$g/^>^ 2 3&HWt— /Wc^fc-e 
+ V7^affi?iaif*>5^y7ff3 K ttmffltffrfr D 

tmmicfr%:5o ccofcisb, lai 3tc^snsi3tc % 
— 1 7 «?*+y->a • 

r^'J^ay • ny-x^ 1 7 3 fc.it?**^^ 

• Ty'Vr—: "S3 y • v^e>>- 1 7 5 ,3. -if— 3= 
fettfcE^a.— 7 7 7y^->3yv^ 
-V-^Ogtl 8 1 • 77°iJ^->3> 

* n>*r"^-(key ring application container) 1 8 3 
t, ^a5Z7 0i ;^-^3>tSSSfflttAP I (T-fVfr 
— ->3 >- • ^D^7A • -0^:7 .x—X) 1 7 9 
-If- - 77 ,, J^>3> -^-^t-^lf^J;^^^ 

[0 0 6 4] H^-wS/j. • 77°U^r-^3y • Ty 

fti'7 3^ ^^ly^^^frsi^tc 

•9-^-hLT^So nyrtl 7 3^W§MSf 
yft 1 7 3rt£0^tD Wft^j «*BS(DI|^^y 

^7 = yni)Ci:T\ if+^yw^^y^y 

a y^n^r-v-3 ^LTBB^-rsC fc*^#5 0 «^^=- 
■V^->rL • v^v>>— 1 7 tf^tyyi • 77° 

V >r—*/ 3 if <D& 5 ^iiftDLTflgfflt- S^%iR,fflW 
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ctxij—vfy—'t—tvmm-tzctwezzo w 

'If m (biometr i cs) fcGM-T * t £DT*fe o T t «t v\, 
[0 0 6 5] 7/'J^— >a 1 8 1 

it. *us>vk mis. &&mm* mm^ 

«fl|-r*o C*U4+- ■ Vl/?- 77V tr- ->3>- n 
Vrtl 8 3©if^$i^-r*y7 ^i7T'J5. ^ 
-• ijy^-nyftl 83(t +>-— ■ T7V >r— 10 

L/iZyj^— ^3 V • vir-v^ — 'vtDgll 8 HCio 

ftfC^£ft£<fc?K:fcoTfre>T*fcoTt>, 2$&i£7 

»4*&*vi:JB*>ftSo tt*>9fc> t-;<-K«Bl/T 

[0 0 6 6] £#«£fcj\ 01 4(iit«feJ;tf7y';t 
— >3y-7^tX-X^-A2 0 1^it„ COS: 

12 0 3^£fflLTg#<D'fSfB2 0 5 ICT^-trX^" 3 £ 
tifi-ZZ&o 7^-bXgt2 0 3a, POSfc-SWiH 
frfc©*»»mfc&*«BTfcK»5*iTi^«<, 3*tK, If io 

»ff#©-9--/<-2 0 9 fciilS^*. ?B*#2 

— 2 1 3(Cj^e>n^7'7 9 U-y— V • ^— • fu^-i/ 
(application key proxy) 2 1 1 J:M3LTV'§„ 
[0 0 6 7] J:3z!?L/cX^-A2 0 HCfet^T, m&M 
2 5 14, P O S %fcltmfrt<Dmi&i§PJiiZ%: : Z>®PftlcWi 

tSCttft'fi. C©it?bH4=a@2 0 3~yW-(D^<-D 

$1 7 ^K2 0 3}3«fctfgB-tr— 2 0 7©^ 
V r- «7-* 2 0 1 'sO»ttaP»*«fflLTftW&3?fT#<0 

2 0 9 trnffiZfrZo iS#2 5(t .hzELfc 

I^SlJ-rSo C©Bffll§t4, ^<Dt-A-2 0 9C^5 
n577^->a > • ^— • 7'n^>2 1 l arat 
TV^ 0 f&r&W—'*— 2 0 9(i, 3.— if — 2 5%I JO 



1 1 -2 50 1 6 5 
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m.Ltc±x\ 77 | jy->3y©p^-> 3 vt 
k t * -trx t & fciMc^ffl * ns*«i3^osiisoai%* 

> 3 > • +J-— A— 2 1 3 (D77V *r—~> 3 >Ka» 
$3>*5I{SLT«< fc<£> (-fe^a.Z • 3^7 Ms 
ecure conduit)) h^xm^t^o 
[0 0 6 8] TT*\ZtSftfrK)<D&o\^ #— K*:SI»*S 

[0 0 6 9]8JBK1*T*«J:3K:, il~12©-> 
[0 0 7 0] tit±, #3:Lv^yft0M3J:tra«*«iBL 

[0fficDffi*'S:IK0^] 

[01] *»WOS*EKS»IB!«0«EH*BiW-r«fci6OH-t* 
[0 2] ^X^AtCfc^TfflV^if-g-cD, ^1©^ 

of- ^ lEiias^ffl iz -d^ x <Dwm*mm? % tc #> co 

[0 3] *v-X-rA(c33V^TfflV^«-&0. ^2CD#^ 

[0 4] *->Xf-A{Cj5V^TfflV^*i-a-0, Ig2c0#^ 
Of^— ^fH1fiR|5©'ffiffltc-OV'>TtOMS ; &lfJB^"5"'?)/c:46© 
»JcO0T'S^ o 

[0 5] 0 3£fcte0 4<73^2<Dff£©f J -2!E1*mc 
*f LTiMtf H <D «fc o ic L T'lf Ifi * (4 f*- 9 * Xtl 

?%wc^^x<D®tm*mw-?2>rcibcQmx*%>2> 0 
[0 6] mm%tft:o£5icLxm2CD¥f%.<DT-$m 

[0 7] ^K«-*^©J:dtCbT|g2cO#^£D-r-^IH 

ngp. -r^^^^^xf-Atc^tts-y— t:x7*^>i- 

B^-TSfci6O0T*fe?. o 
[0 8] ^ 1 43J:t/^2©#S(D7 :r -^8H'tig|5tWfflL 

[09] 2jS->X-f-AfC*5V>Tffl^^««-S-0. I3<0^ 
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